E © IT-Lararen (itlararen.se)

Installera Wireshark

2023-11-01

1. Ga till https://wireshark.org
2. Valj Download Wireshark Now eller Get Acquainted — Download

News Leamn  SharkFest v GetHelpv

About

Download

Blog

Code of Conduct

3. Valj Windows x64 Installer

Stable Release: 4.0.10

Windows x64 Installer
Windows x64 PortableApps®
macOS Arm Disk Image
macOS Intel Disk Image

4. Starta installationen och klicka pa Next

‘ Wireshark 4.0.10 64-bit Setup - X

Welcome to Wireshark 4.0.10
64-bit Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click "Mext' to continue.



https://wireshark.org/
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5.

Klicka pa Noted

‘ Wireshark 4.0.10 64-bit Setup - X

License Agreement

Flease review the license terms before installing Wireshark 4.0.10 64-bit. 4
-

Wireshark is distributed under the GNU General Public License.

GMU GENERAL PUBLIC LICENSE
Version 2, June 1991 I

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

This is not an end user license agreement (EULA). It is provided here for informational
purposes only.

<pook |[ ot )| conc

6. Klicka pa Next

‘ Wireshark 4.0.10 64-bit Setup - X

Y our donations keep these releases coming

Donate today

The Wireshark Foundation wants to help as many people as possible

understand

their networks as much as possible. Your donation helps to

support Wireshark and host SharkFest.

You can learn more and donate at https://wiresharkfoundation.org.

< Back Cancel
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7. Klicka pa Next

M Wireshark 4.0.10 64-bit Setup — X
Choose Components
Choose which features of Wireshark 4.0.10 84-bit you want to install. 4

The following components are available for installation.

Select components to install: | .. Wireshark
[¥] TShark
+-[¥] Plugins & Extensions

Tools
1

----- Documentation

Description
Space required: 231.9 MB Position your mouse over a component to see its
description,
Wireshark® Installer
Cancel
8. Klicka pa Next
M Wireshark 4.0.10 64-bit Setup = X
Additional Tasks
Create shortcuts and associate file extensions. £

Create Shoricuts

& wireshark Start Menu Ttem
[ ] wireshark Desktop Icon
[ Jwireshark Quick Launch Icon
Associate File Extensions
Associate trace file extensions with Wireshark
Extensions include Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, Icap,

mplog, ntar, out, pcap, pcapng, pklg, pkt, rf3, snoop, syc, tpc, trl, trace,
tre, wwr, wpc, and wpz.

Wireshark® Installer

< Back Cancel
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9. Klicka pa Next

M Wireshark 4.0.10 64-bit Setup —

Choose Install Location
Choose the folder in which to install Wireshark 4.0.10 64-bit. 4

Choose a directory in which to install Wireshark.

Destination Folder

C:\Program Files\Wireshark] Browse...

Space required: 231.9 MB
Space available: 104.2 GB

Wireshark® Installer

10. Klicka pa Next

M Wireshark 4.0.10 64-bit Setup =

Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. £

Currently installed Npcap or WinPcap version
Meither of these are installed

Install

(Use Add/Remove Programs first to uninstall any undetected old Npcap or

Important notice
If your system has crashed during a Wireshark installation, you must run the
'net stop npcap' as Administrator before upgrading Npcap, so that it doesn't crash
Get WinPcap

Learn more about Mpcap and WinPcap

Wireshark® Installer

< Back Cancel
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11. Klicka pa Install

‘ Wireshark 4.0.10 64-bit Setup - X

USB Capture
USBPcap is required to capture USB traffic. Should USBPcap be installed 4
(experimental)? -

Currently installed USBPcap version
Install

[ Jinstall USBPcap 1.5.4.0
(Use Add/Remove Programs first to uninstall any undetected old USBPcap

Important notice

In case of issue after installation, please use the system restore point created or read
https://qgithub.com/desowinfusbpcap/issues/3

Learn more about USBPcap

|‘ Wireshark 4.0.10 64-bit Setup — |

Installing
Please wait while Wireshark 4.0.10 §4-bit is being installed. 4

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" finstall /quiet /norestart

Extract: wireshark.html

Extract: wireshark-filter.html

Extract: dumpcap.exe

Extract: dumpcap.html

Extract: extcap.html

Extract: ipmap.html

Extract: gpl-2.0-standalone.html

Extract: Acknowledgements.md

Extract: vc_redist.x64.exe... 100%

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" finstall /quiet /norestart I

< Back MNext = Cancel

OBS under installationens gang sa startar en separat installation av Npcap (se nasta bild)
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12. Klicka pa | Agree

(7 Npcap 1.71 Setup

License Agreement
Please review the license terms before installing Npcap 1.71.

Press Page Down to see the rest of the agreement.

INPCAP COPYRIGHT / END USER LICENSE AGREEMENT

Npcap (htips://npcap.com) is a Windows packet sniffing driver and
library and is copyright (c) 2013-2022 by Nmap Software LLC ("The Nmap

Project”). All rights reserved.

Even though Npcap source code is publicly available for review, itis

not open source software and may not be redistributed or used in other
software without spedal permission from the Nmap Project. The
standard (free) version is usually limited to installation on five

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Npcap 1.71.

I Agree Cancel

13. Klicka pa Install

L) Npcap 1.71 Setup — X

Installation Options
Please review the following options before installing Npcap 1.71

(") support raw 802. 11 traffic (and monitor mode) for wireless adapters

() Install Npcap in WinPcap API-compatible Mode
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(" Npcap 1.71 Setup

Installing
Please wait while Npcap 1.71is being installed.

Starting the npcap driver

Show detals |

14. Klicka pa Next
.'J‘.‘ Mpcap 1.71 Setup —

Installation Complete
Setup was completed successfully.

Completed

Show details
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15. Klicka pa Finish

|37 Npcap 1.71 Setup

Npcap has been installed on your computer.

Finished

Thank you for installing Npcap

Click Finish to dose this wizard.

16. Klicka pa Next

Installation Complete

M Wireshark 4.0.10 64-bit Setup

Setup was completed successfully.

£

Completed

Size:206232 Kb Files:1099
Size:206809 Kb Files:1102
Size:208350 Kb Files:1111
Size:208395 Kb Files:1112
Size:208395 Kb Files:1112
Size:208420 Kb Files:1124
Size:209193 Kb Files:1155
Size:209249 Kb Files:1156
Size:209416 Kb Files:1158
Completed

Folders:31
Folders:31
Folders:31
Folders:31
Folders:31
Folders:31
Folders:31
Folders:31
Folders:31

Wireshark® Installer

< Back

I Cancel
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17. Klicka pa Finish

M Wireshark 4.0.10 64-bit Setup —

Completing Wireshark 4.0.10 64-bit
Setup

Wireshark 4.0.10 64-bit has been installed on your
computer,

Click Finish to close Setup.

C
)
T

18. Starta Wireshark

Q  wireshark

@ Appar Dokument Webk

Basta matchning
|‘ Wireshark
App

19. Vilj det natverkskort som anvands i listan och klicka pa Bérja fanga paket (bla hajfenan). OBS
namnet pa aktuellt ndtverkskort varierar fran dator till dator, men vi kan se natverksaktivitet i
listan.
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M Natverksanalysatorn Wireshark - O X

Arkiv  Redigera Visa Kor Fanga Analysera Statistik Telefoni Tradlost Verktyg Hjalp
dm 2@ R B ] & = S5 aqal

Anvénd ett visningsfilter ... <Ctrl-f>

Vélkommen till Wireshark

Fdnga

... med anvéndning av detta filter: [ |Ange ett fngsthlter . - ] Alla grénssnitt visade +

Ethernet h___
Anslutning till lokalt natverk* 8

Anslutning till lokalt natverk® 7

Anslutning till lokalt ndtverk* &

Adapter for loopback traffic capture

Lar dig
User's Guide - Wiki * Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
Du kir Wireshark4.0.10 {v4.0. 10-0-gf5c7c25a8 1eh).Du f&r automatiska uppdateringar,

# Kar attl3sa in eller finga || Inga paket || Profil; Default

20. Klicka pa stopp for att stoppa inspelningen/fangsten av paket.

M +Wi-Fi = O X
Arkiv Redigera Visa Kor Fanga Apalysera Statistik Telefoni TIrddlost Verktyg Hjalp

A4 @ —TRR A*»EFes = aqqal

II [Janvand ett visningsfilter ... <ctri-/> | =Rk
L Timo Lo In i i Prot; V| Longth Tofy —
31 0.647355 131.253.33.254 16.191.18.137 TCP 56 443 » 62258 [ACK] Seq=813 Ack=1005 Win=4193536 Len=0
32 0.664824 131.253.33.254 10.101.18.137 Tcp 56 443 > 62258 [ACK] Seq=813 Ack=1087 Win=4193280 Len=0
33 0.664824 131.253.33.254 10.101.18.137 TLSv1.2 254 Application Data
34 0.664824 131.253.33.254 16.191.18.137 TLSv1.2 92 Application Data
35 0.665069 10.101.18.137 131.253.33.254 TCP 54 62258 + 443 [ACK] Seq=1087 Ack=1013 Win=1020 Len=0
36 0.665159 10.101.18.137 131.253.33.254 Tcp 54 62258 > 443 [ACK] Seq=1087 Ack=1851 Win=1019 Len=0 =
37 9.673444 10.101.18.137 10.101.16.1 DNS 73 Standard query @x1f98 A fp.msedge.net
38 0.710947 10.191.18.137 10.101.16.1 DNS 73 Standard gquery ©x1f98 A fp.msedge.net
AN A TT0N0C AN AnN1 Ac A 40 AN1 10 127 N AL Cranndrnd miimcie acmanca AALAO A Lo e nden cad CRIAKC —

> Frame 1: 200 bytes on wire (1600 bits), 200 bytes captured &
> Ethernet II, Src: Apple_8a:df:cl (f4:5c:89:8a:df:cl), Dst: 0 - XG :
> Internet Protocol Version 4, Src: 10.181.19.166, Dst: 255. 0 :lD}D\" /-{"vers
> User Datagram Protocol, Src Port: 17500, Dst Port: 17500 Y ID"": [z, 9],“ P
> Dropbox LAN sync Discovery Protocol < 22 3a 20 31 37 Drt.: 17 580, "ho
Q 69 be 74 22 3a st_int": 1432060
Q 37 30 38 34 32 68570042 099425581
(4] 32 36 37 32 36 28626726 65546298
2} 64 69 73 7@ 6C , "displ ayname":
L2} 2c 20 22 6e 61 "", "na mespaces
S5b 36 37 34 35 ": [6745 713808,
36 34 35 36 30 11564560 57, 1143
31 33 30 5d 7d 243130]}
O 7 wireshark Wi-FilRTYD2.pcapng || Paket: 58 - visat: 58 (100.0 %) || Profil: Default

| Wireshark sa ser vi nu olika fonster.
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| det réda fonstret ser vi alla paket (frames) som skickas till och fran vart natverkskort i
kronologisk ordning. Wireshark ger oss en kort sammanfattning av dessa och forsoker identifiera
vad som ar vad. Inbyggt i Wireshark finns fardiga regler som fargar viss trafik i olika farger. Ju
viktigare/intressantare trafik ar, desto grallare farger oftast.

Markerar vi ett paket/frame sa ser vi i det bla fonstret en 6versikt pa innehallet i vart
paket/frame, lager for lager och vi kan undersoka header-informationen och innehallet.

| det lila fonstret ser vi motsvarande bindra data representerat i hexadecimal form. Langst till
hoger ser vi samma data tolkat som tecken (teckenkodad data, ASCII/UTF-8).

Oftast vill vi filtrera ut viss trafik (paket) fran alla paket som vi fangat. Detta gor vi i det grona
faltet. Att skriva ett korrekt filter kraver att vi skriver ratt syntax. Ar allt ok sa firgas filtet gront. Ar
nagot fel sa fargas faltet rott. OBS filtret kan ”hdnga” sig och man kan da behova trycka Enter i
faltet igen for att uppdatera filtret.

Arkiv - Redigera Visa Kor Franga Arkiv Redigera Visa K&r Fanga Analy
Am @ TIRE ] Am @ TRE Q&=
| |icmd |icm|

No. Time Source No. | i€mp Source

31 0.647355 131.2° icmpve




